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Block Ciphers

Block ciphers have been the main building block for symmetric cryptography

They operate on data of fixed and pre-determined length

They are used in a mode of operation for encrypting data of variable-length
® Galois/Counter Mode (GCM), OFB, or CBC

® Newer processors have cryptography extensions including AES instructions

Therefore, it is favorable to use AES e.g. in GCM mode

® The security of these modes depends on the proper use of a nonce/IV
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Block Ciphers — Cont’d

® |n some applications we want to have security
- absence of a nonce, or
- in case of a nonce-uniqueness violation
® E.g. in disk encryption on entry-level processors:
- nonce reuse is inevitable as there is nowhere to store a varying nonce
- performance is critical (user experience, battery life)
- the ciphertext can be no larger than the plaintext (sector size)
- no cryptography extensions, including AES instructions, are available
- standard constructions, like AES-GCM, are not an option

® The best that can be done is a Wide Block Cipher (WBC)
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Wide Block Ciphers

® Encrypt arbitrarily large strings such that:
each bit of the ciphertext depends on each bit of the plaintext and vice versa

® Tweakable WBCs have one more input: Tweak
- with the same key but a different tweak we have a different permutation

® They are indistinguishable from a family of independent random permutations

® When the adversary:
- has access to both encryption and decryption functions, and
- can choose tweak and plaintext/ciphertext freely

4/20



Wide Block Ciphers — Cont’d

They can be built using (unbalanced) Feistel network

® Many proposals require (per 128 bits of input) [csos; Mmo7; Nanog]
- either one or two AES invocations and
- two GF(2'8) multiplications

On ARM architectures older than ARMv8 there are no cryptographic extensions
- e.g. ARMv7

Adiantum (ceig] is the first Tweakable WBC that
- has an acceptable performance on these processors

- it was developed for encryption on Android devices with entry-level processors
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® The HBSH mode is an unbalanced Feistel with:

- an arbitrary and a fixed length branches P Pr
® Adiantum uses a combination of
_ NHT[KmOU], Poly-1305 (seros) for universal hashing, H, []
- XChaChal2 (ger+os; nL1g) for the stream cipher, and Py
- AES-256 [preg) for the single block cipher application 5
Kg
® Using a block cipher is undesirable 7]
- no cryptographic instructions are available A g
. . . . AN Ks Cum
- decryption requires calculating the inverse of the

block cipher. =
ock cipher e

CL CR
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our Design based on Double-Decker mode

® Double-decker is an unbalanced Feistel network
- but without a block cipher

- it uses deck (doubly extendable cryptographic keyed) TUNCLION [Dae+18] v L Vf e
- it is based on the Farfalle-WBC construction [ser+16] *
® The double-decker mode has "
- two branches with a size of at least 256 bits for 128 e, *‘i:
bits of security, U, Vg B
- two arbitrary length branches, Ugr, V| "
® |t consists of & Fres *
- two Feistel rounds with the deck function and
- two Feistel rounds of a keyed hash function 1 e
® QOur Tweakable WBC is called Mystrium L
X Xr Yo Yr
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What iS a deCk function? Taken from [Bac+22]

® A deck function is a primitive type, the same concept as a block cipher

® |t is hard to be distinguished from a random oracle
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What iS a deCk function? Taken from [Bac+22]

A deck function Fg
Z=0"+Fx (XD, xM) <« q

doubly extendable cryptographic keyed function

® input: K, and sequence of strings: X1, ... x(m
® output: Potentially infinite output

® pseudo-random function of the input
® taking n bits starting from offset g
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What iS a deck function? Taken from [Bac+22]

A deck function Fg
Z=0"+Fx (XD, xM) <« q

doubly extendable cryptographic keyed function

Efficient Incrementality, extendable input:
@ Compute Fi(X)
® Compute Fi(X; Y): cost independent of X
Efficient Incrementality, extendable output:

@® Request np bits from offset 0

® Request ny bits from offset n;: cost independent of n;
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® |ts non-linearity comes exclusively from: Ty U
- 32-bit integer multiplications
e Mystrium uses Mot
- a keyed hash function called Multimix,
’_>Xymmerk

- and a newely proposed deck function named Xymmer

® Multimix is defined on top of Multimixer-128 [cep23)
- it takes a short key (256 bits) and can process: Xymmer, |, |
any sequence of arbitrary length byte-strings

Multimixg —<p

® [t is highly efficient on software platforms |
- w SIMD instructions
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® Multimix is defined on top of Multimixer-128 [cep23]

® Multimixer-128 is a parallel keyed hash function [Fro23; ho+23]

- it is e-Auniversal with ¢ = 2127
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Multimixer-128

® The public function of Multimixer-128 is called F-128

Ng =circ(0,1,1,1)

Ny =circ(1,1,1,0)

&)

X0Yo X x2y2 X3¥3 ugvp nmwv | uzv2 uzvs |

® x; and y; are 32-bit integers
® |t is highly efficient on software platforms with SIMD instructions

- which compute 32-bit integer multiplications efficiently
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Our Deck function: Xymmer

e Xymmer structure is inspired by Farfalle [ger+16)

Ko
My, ——H F-128
K
M, ——H F-128
K1

Mpr -1 ——B F-128

Enc(32)
|
L >3 G512 b

q>0

Enc(0)

(2,0)

—>H H—>Z

v

Enc(1)

— 8 Gs12(6] G—z®D

(2,31)

Enc(31)

—H Gs512(6] 69—*2(2'31)

q?
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Our Deck function: Xymmer

® Compression uses Multimix, arbitrary length input to a 512-bit state

® The state is then expanded to an output bit-string of arbitrary length

Ky
My ——H F-128
Ky
M, ——H F-128
Kipmi—1

Mp-1 ——H F-128

40
Enc(0)
l (1,0)
— 8 Gs12[6]—& ’

(1,1)

qf
Enc(1)
! (1,1)
— 8 Gs512(6]—>D ’

’ q(l‘:u
Enc(31)

)
l (1,31)
—m Gs512[6][>b—2z"

q

Enc(32)
|
3 Gs12(6] B

q20
Enc(0)

—H G512(6] G220

(2,1)

Enc(1)

i
—H Gs512(6] 69—>z(2’1)

q(Z,Bl)
Enc(31)

| ;
— 8 G512[6] Gz

q®
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® Expansion makes use of the Kirby construction [ep23

® |t allows efficient incremental computing [pae+18]

Our Deck function: Xymmer

® As the compression phase, the expansion phase also supports parallelism.

Ko
My, ——H F-128
K
M, ——H F-128
Kinmi—1

M\ym)-1——H F-128

q+0

Enc(32)
|
L >3 G512 b

q>0

Enc(0)

—B

Enc(1)

1

— 8 Gs12(6] G—>z®D

q(Z,BJ)
Enc(31)

—H Gs512(6] 69—*2(2'31)

q?
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Xymmer, Expansion Phase

® \We designed a public permutation:
- G512[6]: (Z/23ZZ)16 — (z/2%z) 16

with 6 Feistel rounds
® g; are 4 32-bit words

® non-linearity comes from:

- 32-bit integer multiplication

e For £ we apply a 4 x 4 circulant matrix

== O
= R Rk O
O R KR R
= O R =

and

= = O K

Qo Q1

zo 73

= = = O

O R Kk =

q2 q3

:@::I@—EE

X0+

M|
Fxq

e

do q1
1 X2 Pl
1 x3| |z
0 X6 Z6
1 X7 z7

- similar to circulant matrix used in F-128 [cen23) with branch number 4
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Avalanche

® How Gsia[r] realizes the avalanche criteria through the rounds?

- we use avalanche probability vector defined in [pae+18)
® For a cryptographic function F, we calculate P;;

- probability that output bit of F in position i flips due to flip in input bit j
® We depict P;; matrix as a 2-D figure:

'a3 K3

T T e T e T s o s @

® More analysis are done



® The expansion phase of Xymmer is i) e a”
- uses Kirby construction (tepz3 Hé4<1,o> S N
- with the 512-bit P = 9512[6]
q(l»l) q(z»l)
)

® |t achieves 256 bits of security i i
—> ) —> B—>
- in the ideal permutation model, . = ==l

- its inputs form a prefix-free set :

q(ul) q(2,$l)

e Efficient on platforms with limited Encj-m Encjsn
resources L>m ARG I B Gs12[6]| >
q(U) q(l) q(z)

Enc(32) Enc(32)
i i
B Gs12[6]pp—— M G512[6]pP
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Mystrium vs. : Security Claim

Distinguishing advantage bound for the deck-based wide block cipher modes:

2AdVXymmer(U) 4 Z 2AdVMUItimix(qW, UW)
w

- gw: number of queries with tweak W
- 0 total data complexity, oy/: data complexity with tweak
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Mystrium vs. : Security Claim

Distinguishing advantage bound for the deck-based wide block cipher modes:

2AdVXymmer(U) 4 Z 2AdVMUItimix(qW, UW)
w

N

_ Xymmer __
Adv = 756

2
q
+
2128
S~~~ Y
Collision at digest of Multimix  Exhaustive key search

- short key of 256 bits is used.
- N: amount of computations, number of evaluations of Gs17[6]

A 1
Multimix __
- Adv = o127
~—
Adv. of Multimixer
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Mystrium vs. : Security Claim

Distinguishing advantage bound for the deck-based wide block cipher modes:
2AdVXymmer(U) 4 Z 2AdVMUItimix(qW, UW)
w

- gw: number of queries with tweak W
- 0: total data complexity, oy : data complexity with tweak

AdyMystrium _ o (;1, 2&) + 2 (%( W))

=27(?+ 3, q2) + %
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vs. Adiantum: Security Claim — Cont’d

Distinguishing advantage bound quadratic in queries, linear in message/tweak length:

- sz (o f5] 2 %) | ()

€ in e-Auniversality of Adiantum hashing

+AdvE, (g + 1,256 + 8832+ q(ly — 128),t') + AdvER® (q.¢)
N—————
distinguishing advantage of XChaChal2 distinguishing advantage of AES-256

- g: number of queries, Iy and /T maximum lengths of message and tweak
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Implementation and Benchmarking

® \We wrote optimized code on the 32-bit ARMv7 Cortex-A processors.
- for Multimixer-128, Gs12[6], Xymmer, and Mystrium,

® These processors lack cryptography extensions, including AES instructions

® We used Advanced SIMD instruction set in implementation and design.

® Benchmarking is done on a Raspberry Pi 2 model B single-board computer in
cycles per byte (cpbs)

Algorithm Input length in bytes
512 4096
Mystrium including mask derivation|13.121 9.766
Mystrium 9.969 6.765

Adiantum-XChaCha8-AES (ENC)?* |17.032 9.652
Adiantum-XChaChal2-AES (ENC)*(19.401 11.559
Adiantum-XChaCha20-AES (ENC)*|24.862 15.871

19/20



Xymmer Performance

® Deck functions can also be used in modes to build
- encryption, authenticated encryption, and authentication schemes
® So, Xymmer is of independent interest.

o —benchmark
—3cpb

s 5 7 i s 10 1n 2 5 1 15

. —benchmark
—1.3cpb

4 5 i 10 2 1 5

# Input Bytes on a Base-2 Logarithmic Scale

# Cycles on a Base-2 Logarithmic Scale
# Cycles on a Base-2 Logarithmic Scale

# Output Bytes on a Base-2 Logarithmic Scale
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